DIGITAL WATCHDOG:

USB Recovery for a DW Blackjack® E-RACK or P-
RACK Server (Windows OS)

Affected Roles: Administrator, Owner
Complexity: Advanced
Last Edit: December 20, 2021

USB System Recovery

In the rare instance where a DW Blackjack® E-RACK or P-RACK server that is
using a Windows operating system (WinOS) experiences issues that cannot be
resolved through normal froubleshooting means, a system recovery point can
be applied. The DW Blackjack System can be configured to use a bootable USB
drive that will allow the system’s owner or administrator to factory default the
DW Blackjack unit and clear any software corruption that may have been
causing issues.

Example issues may include:
e Windows OS does not boot properly
e Important OS functions do not work properly
e The computer contracted a computer virus

This article will outline how to apply a system recovery USB drive to a DW
Blackjack E-RACK or P-RACK unit.

*NOTE: Performing a system recovery will completely reset the server and return
its local system to its factory default settings. All data in the (C:) storage drive will
be formatted during this process.

**NOTE: Please contact your DW representative for a misplaced or lost USB
recovery drive. Be aware that the ISO version that is provided on the USB



Recovery Drive is specific to your DW Blackjack model. Please do not attempt to
use the same ISO recovery version across different DW Blackjack models to
avoid creating system issues. For example, it is ill advised to apply an ISO meant
for a DW Blackjack E-RACK to a DW Blackjack P-RACK.

Supported/Affected Devices:

e DW Blackjack® E-RACK Series
e DW Blackjack® P-RACK Series

Related Articles

This article focuses primarily on running a USB recovery for a DW Blackjack E-
RACK or P-RACK server model. For information on how to set up a RAID 5
configuration for a recovered DW Blackjack system, you may refer to the
following DW Knowledge Base materials:

e Configuring RAID 5 Using LSI RAID Manager
e Configuring RAID 5 Using MegaRAID WebBIOS

e Deleting a RAID Array in MegaRAID WebBIOS

e Recommended RAID Setup

e Restoring Windows OS on DW Blackjack Cube

Using USB Recovery on a DW Blackjack Server

Part 1: Setting Boot Priority

When recovering the operating system, the main partition (C:) that hosts the
system files will essentially be defaulted. To make this happen, the DW Blackjack
unit must first be told to set the USB drive as the boot device rather than the
storage partition that is being repaired/recovered.

To set the Boot Priority for a USB Recovery Drive on a DW Blackjack unit:

1) Before beginning, power down the DW Blackjack unit.


https://support.digital-watchdog.com/kb/article/332-configuring-raid-5-using-lsi-raid-manager/
https://support.digital-watchdog.com/kb/article/365-configuring-raid-5-using-megaraid-webbios/
https://support.digital-watchdog.com/kb/article/641-deleting-a-raid-array-in-megaraid-webbios/
https://support.digital-watchdog.com/kb/article/228-recommended-raid-setup/
https://support.digital-watchdog.com/kb/article/598-restoring-windows-os-on-dw-blackjack-cube/

Once the hardware has completely powered off, locate a vacant USB
port in either the front panel or the rear panel of the DW Blackjack
hardware.

Insert the USB Recovery Drive into the vacant USB port, then press the
power button (at front of the unit) to power on the server. Keep the USB
Recovery Drive connected to the DW Blackjack unit.

*NOTE: Itis advisable to try and use a USB port located in the rear panel of the
hardware, but is not a requirement. Consult your DW Blackjack unit’s User
Manual for more information specific to your hardware.
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DW Blackjack E-RACK (rear panel)

DW Blackjack P-RACK (rear panel)

2) As the unitis starting, follow the onscreen prompt and press the F11 key to
invoke the Boot Menu of the unit.
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Press <TAB> to display BIOS POST message. Press <DEL> to run Setup.
Press <F11> to invoke Boot Menu. Press <F12> to boot from PXE/LAN.

DXE--BIOS PCI Bus Enumeration..

3) Use the arrow keys to select the Recovery USB as the boot device, then
press the Enter key.

When prompted, enter the DW Blackjack system's Administrator Password.
e DW Blackjack Default User — dwuser

o DW Blackjack Default Password — DwSpectrum




Please select boot device:

UEFI: Built-in EFI Shell

Windows Boot Manager

UEFI: STT USB_RM2M 1100, Partition 1
Enter Setup

T and 4 to move selection
ENTER to select boot device
ESC to boot using defaults

Enter Password
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After setting the USB Recovery Drive as the boot device, the DW Blackjack unit
will load the Acronis True Image recovery program. Follow the directions below
to set up the system recovery.

1) Allow the Acronis True Image program to load. Once the program has
finished loading, select the “Recovery” tab to open the Recovery menu.

In the Recovery menu, click the “Browse for backup” button.



&2 Acronis True Image 2017

©Q@  Vbockup~ M recovery ~ 2% Tools & Utilities ~

Home Data recovery and backup management

J.:/ Disk Recovery

Backup -’ Recover your computer from a backup.

Recovery b3
Fit backups

Comments

Log No items to display

Tools & Utilities

2) The Browse for Location window will display.
In the file directory, navigate and select “This PC".

Select the USB Recovery Drive. The USB drive will appear as connected
storage. In this instance (E-RACK), it appears as “BJER".
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I\ Browse for Location

Delete W8 Create new folder gl Create F1P connection

Desktop o Total Size Free Space
@ Acronis Cloud
%y My FTP connections B : Local Disk 521,361 KB 518872 KB

|\ SYSTEM J! Desktop System Folder

4 @ ThisPC Documents System Folder

Downloads System Folder

DW Media (E:) Local Disk 29,297,719,2... 29,297,0880...
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Local Disk (H:) Local Disk oKB OKB
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_ Recovery (D:) Local Disk 40868860 KB 40,354,292 KB
Recovery (G:) Local Disk 510,972 K8 494,008 KB

File name:  F:\

Files of type: Backup Archives (*.tib)
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3) Next, locate and select the first .TIB file. The file will begin with
“..._full_bl1s1_v1.tib", then click the "OK" button.
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4) The recovery image will show as the selected backup.

Click on the “Disk Recovery” tile. The .TIB file that was selected in the
previous step will be selected as the backup image.

Click the “Next” button to proceed.

&2 Acronis True Image 2017

€ . W Backup ~ 88 Recovery ~ &% Tools & Utilities ~

Home Data recovery and backue management
" Disk Recovery %

Backup B Recover your computer from a backup.

Recovery

Name Created

Log

Images

= (@ BJER_full_b1_s1_v7
Tools & Utilities (B BJER_full b1_s1_v7? 9/13/2021 1:17:55 PM Full backup FA\BJER.

= [2 ]
.~ Recovery Wizard

Select a backup from which to recover
=». Archive selection

Recovery mthiod

Name Created

Comm... Method Path |
Images

A~

= (@ BJER_full_b1_s1_v7

€ BIER full b1 s1_v7? 9/13/2021 1:17:55 PM

Full backup FABJER full b1_s1_v7.tib

P — , JE |Parh.' FABJER_full_b1_s1_v7.tib [ Browse |

&

[ Next > ] { Cancel }




5) When selecting the Recovery Method, select to “Recover whole disks and
partitions”, then click the “Next” button.
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@ Recovery Wizard
el Choose recovery method.
v Archive selection _
(@) Recover whole disks and partitions
=% Recovery method -
() Recover chosen files and folders
What to recover -
Select files and folders to recover from the original disk backup.
[ Next > ] [ Cancel

6) The Recovery Wizard will allow you to select which storage partitions to
recover.

Select to recover all partitions in “Disk 1"”. Click the “Next" button and
allow the Recovery Wizard to finish analyzing the partitions that have
been selected for recovery.



@ Recovery Wizard

Required steps:

\' Archive selection

\' Recovery method

=». What to recover

Destination of Disk 1

Select the items to recover.
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B Choose Columns

Partition
[¥]Disk 1

FL..
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Acronis True Image

;--"' Analyzing partition C: ...

[¥] |_) NTFS (Unlabeled) (C:) Pri 183.4 GB 64.72 GB NTFS
|\o) NTFS (Recovery) (D:) Pri 3898 GB 27.56 GB NTFS
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7) Next, select “Disk 1" as the destination for the recovery. The correct
option for “Disk 1" should be the option that hosts the C: (Basic GPT)
partition and that has the SMALLEST storage capacity among the DW
Blackjack unit. You can inspect what contents (partitions) of the selected
disk will be included with the information tool at the bottom of the
Recovery Wizard window.

Click the “Next” button to confirm the disk selection. A confirmation
window will display informing that the selected disk (Disk T) already
contains data. This purpose of this process is to repair and recover the
selected systems. Click the *OK" button to confirm.
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f Recovery method ==
S Drive Capacity Model Interface
e e W Disk 1 223.1 GB AVAGO MR9363-4i 4.68 RAID
% Destination of Disk 1 | Disk 2 27.29 TB AVAGO MR9363-4i 4.68 RAID
Disk 3 29.44 GB STT USB_RM2M 1100 use
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» Acronis True Image "i '
The destination hard disk drive you have chosen contains
some partitions that could contain useful data. Hard disk

d drive image recovery is possible only if the destination
hard disk drive is empty. Click OK to confirm deletion of

all the partitions on the destination hard disk drive.

[ ggg ] [ Cancel ]

8) The Recovery Wizard will display a Summary of the settings for the system
recovery program. Confirm the settings and click the “Proceed” button to

begin the system recovery.
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@ Recovery Wizard

Required steps:
\' Archive selection

ey

Recovery method

\' What to recover

\' Destination of Disk 1

Summary

Operations
Number of operations: 6

1. Clearing disk
Hard disk: 1

2. Recovering partition
Hard disk: 1

Drive letter: F:->C:
File system: NTFS
Volume label: Recovery =
Size: 499 MB
3. Recovering partition
Hard disk: 1
Drive letter: H:->D:
File system: FAT32 %
Volume label:
Size: 100 MB
4. Recovering partition | 3
Hard disk: 1
Drive letter: C->G:
File system: NTFS
Volume label:
Size: 183.4 GB
5. Recovering partition -
[ Options ] [ Proceed ] [ Cancel ]

9) Allow the Acronis True Image program to complete the data recovery

process.

Select to enable the setting “Restart the computer when the operation is
completed”. The computer will automatically reboot once the recovery
process has finished.

This process may take a few minutes. A confirmation pop-up will display
once the recovery process has completed. You may allow the
countdown to complete or click the “Restart” button if you so choose.

*CRITICAL: DO NOT remove the USB Recovery Drive or power off the DW
Blackjack unit while the recovery process is running.
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[7] Shut down the computer when the operation is completed
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Part 3: System Recovery Completed

After the recovery process has completed and the system has restarted, the
Windows Boot Manager will load.

1) Select "Windows 10" or allow the countdown to complete for the DW
Blackjack E-RACK or P-RACK to load the computer’s operating system
and desktop.




windows Boot Manager

Choose an operating system to start, or press TAB to select a tool:
(Use the arrow keys to highlight your choice, then press ENTER.)

Recovery

To specify an advanced option for this choice, press F8.

Seconds until the highlighted choice will be started automatically: 5

Teools:

windows Memory Diagnostic

ENTER=Choose TAB=Menu ESC=Cancel

2) Allow the Windows OS to load.

The DW Blackjack unit has been recovered and defaulted. You may now
safely eject (remove) the USB Recovery Drive from the DW Blackjack
hardware.

You may proceed with reconfiguring the system settings and network
configurations as though this were a first-time setup.
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For RAID 5 configuration help, please refer to the articles in the Related
Articles section above.



